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Technological advancement is 
undeniably propelling our world 
forward for the better. We are 
more connected than ever, and 
technological development is the 
most advanced it has ever been.
These are exciting times. It is clear the benefits  
of technology are profound and far-reaching;  
they span fluidly across borders and industries  
to address major global issues. Yet, as technology 
advances, so do the entities that threaten it. 
Hackers with criminal motivations are growing 
smarter and faster than ever before, and nation 
states are leveraging this low-cost and anon-
ymous form of combat to level the traditional 
kinetic battlefield.

These new cyber threats present major obstacles 
to business and economic growth, as well as the 
trust that underpins it. Whilst the average cost 
of a data breach stands at USD $3.62 million;1 the 
cost of a major operational outage is unquantifi-
able – it may even be life threatening.

The fact is, we are facing a crisis and trust is  
being eroded; but, we are doing little to avert it. 
While technology has advanced for the better,  
our thinking has not. Now more than ever, the need 
for a revolution within the cyber security industry 
is vital to rebuild trust.

As the threat landscape continues to grow, a new, 
more predictive and intelligent dimension of cyber 
security will need to be embraced – one that mas-
ters an understanding of threats post-perimeter. 
Traditional cyber security offerings are becoming 
increasingly outdated and ineffective; modern 
threat vectors demand organisations adopt an 
improved, more dynamic approach. The industry, 
as a result, will need to foster a level of cyber 
security resilience in order to remain sustainable.

Protecting  
Our Digital Society

If we carry on the way we always have, we will risk 
even greater problems down the road. To prevent 
this, we need to challenge the current thinking for 
tackling cyber threats. As hackers and other cyber 
criminals continue to collaborate and gain ground, 
we as cyber security corporations, institutions, 
technologists and users must respond in unity. 
In a world where countless connected devices 
are activated each day, we must work together 
to combat the vulnerabilities that are growing in 
parallel to technological advancement. We are 
calling for a shift in focus from the cyber security 
thinking of today to a focus on cyber resilience and 
the industry needs of tomorrow.

A change in mentality will be an essential part of 
safeguarding our increasingly connected world; 
we urge you to join us as we work to build a cyber 
resilient future – one that is grounded in transpar-
ency and trust.

Faisal Al Bannai 
CEO, DarkMatter

“Now more than ever, the need for  
a revolution within the cyber  
industry is vital to rebuild trust”
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The internet has revolutionised  
modern life, and the Internet of 
Things is poised to usher in a new  
era of connectivity. But as these 
connected devices proliferate,  
there has not been a corresponding 
escalation of security measures – 
we have more points of vulnerability 
and data to protect than ever be-
fore. This surface area of attack  
is expanding at an exponential  
rate, and with it, the frequency and 
magnitude of data breaches.
Despite these dynamics, the cyber security  
community has not put forward any long-term  
viable response to the mounting threat. Though 
some of this is because security risks evolve at a 
faster rate than defensive measures, this fails to 
fully explain the underwhelming response. In order 
to tackle the threats of tomorrow, the industry  
must change its security philosophy from reactive 
and defensive, to predictive and antifragile.

Reports on the state of cyber security are frequently 
published, but few propose ways to fundamentally 
reorient the industry to a state of resilience. This 
inertia is natural as traditional institutions struggle 
to gain their bearings in the relatively new digital 
environment. Total global cyber security spending 
is projected to rise by just 7 percent next year,2 and 
governments remain particularly far behind because 
they are inherently reactive; half of all countries lack 
a national cyber security plan.3 

Executive  
Summary

This wait-and-see posture only serves to expose 
institutions to growing threats. Last year the 
Internet of Things harboured approximately 18 billion 
connected devices; by 2025 it is expected to stand 
at 75 billion, a fourfold increase.4 As devices, fuelled 
by big data continue to proliferate, organisations 
are beginning to take note. Already, 73 percent 
are concerned that poor user awareness of mobile 
device security will compromise their systems. 
Despite this, organisations remain stuck in an 
outdated security paradigm; 58 percent of global 
organisations would not increase their investment in 
cyber security if a major competitor were attacked.5

In order to tackle the threats of tomorrow,  
the industry must change its security  
philosophy from reactive and defensive, to  
predictive and antifragile.

Early on, the internet was conceptualised as a digital 
commons, where information and ideas could move 
freely. But as the surface area of attack rapidly 
expands, this techno-utopian vision is giving way to 
what former NSA and CIA Director Michael Hayden 
calls a “global free fire zone.” Threats are making 
digital society more anarchic and dangerous. 

All too often in this environment, organisations 
fall short. Rather than being lulled into a false 
sense of security with conventional measures, the 
nations and organisations of tomorrow must adopt 
a paradigm of resilience, where they detect threats 
to their broader security ecosystem before systems 
are compromised, not when the threat is at the gate. 
Resilient systems are robust and able to pre-empt 
threats, and learn and grow stronger when their 
defences are overcome.

“Resilience is defined as  
the capacity to recover  
quickly from difficulties  
and end up stronger.”
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In order to make this shift, the industry must 
take immediate tactical steps to:

• Gain organizational visibility and power.  
Only 36 percent of cyber security professionals 
have a direct reporting line to the CEO.6 Without 
greater organisational visibility, needs will  
continue to be deprioritised relative to perceived  
core business needs. 

• Invest in the cyber security function. In 2017, 
global information security spending was estimat-
ed to be $86.4 billion. In 2018, it is projected to rise 
by just 7 percent to $93 billion.7 The surface area 
of attack, in contrast, is increasing exponentially. 
Unchecked, this readiness gap will only intensify. 

• Refine the tools of the trade. Cyber security 
professionals estimated that over half of threat 
alerts are improperly reprioritised by systems and 
must be manually reprioritised.8 These systems 
must be honed for an increasingly dangerous 
digital environment. 

• Strengthen the security ecosystem. According 
to even liberal estimates by cyber security 
professionals, 57 percent say they vet ecosystem 
partners for cyber-integrity and preparedness. 
At their most pessimistic, that number falls to 
35 percent.9 Threat detection is crippled without 
sufficient vetting and due-diligence, and enables 
breaches to compound on one another. 

• Confront the talent problem. The global cyber 
security workforce is expected to have over 1.5 
million unfilled positions by 2020.10 And 76 percent 
of current professionals believe they need to 
improve their ability to conduct threat and vulner-
ability assessments.11 

These first steps will equip the industry to 
handle near-term threats. But in order to address 
long-term threats – many of which are not yet 
developed – the industry must act on a systems 
level: 

• Adopt a Whole-of-Government approach to 
security. In response to the 2003 SARS crisis, the 
Singaporean government deemed the outbreak a 
national security issue rather than a public health 
issue. This enabled their government to use all 
resources across agencies to respond rapidly.12 As a 
result, Singapore developed a contact tracing sys-
tem and an infrared screening system that is now 
used around the world. According to Singer, “cyber 

resilience is strongly analogous to public health 
approaches to pandemic and infectious disease,” 
largely because “the threat of the disease may not 
be eradicated, but a whole-of-system approach 
limits the contagion and keeps the public healthy.” 
Similarly, organisations can no longer afford to silo 
off cyber security; they must integrate it across 
practice areas. 

• Transform security operations after major  
disruptions. Resilient organisations must not  
only survive crises, though it is critical to rapidly 
return to normal functioning after a major event; 
they must emerge from the disruption trans-
formed and stronger than they were before. By 
becoming antifragile, organisations can absorb 
the shocks of an increasingly fast-paced and 
unpredictable world. 

• Construct a Dome of Trust and Transparency to 
protect digital society. Much like in the real world, 
the digital environment cannot function in the 
absence of sufficient levels of trust. In moments 
of deep uncertainty, for instance during the Great 
Depression, a lack of trust in governing institu-
tions can trigger collective panics, like a run on the 
banks. In contrast, during the 2008 financial crisis, 
governments disseminated accurate, current 
information and admitted what was not known. 
In doing so, governments built a level of trust 
with their citizens through transparency. At the 
same time, governments trusted their populations 
not to act in panic, now armed with knowledge. 
Digital society must also exercise transparency 
and build trust if we are to avoid panicking in the 
face of mounting threats. Organisations need to 
be transparent and allow for vetting and review of 
their systems and solutions.

The dangers confronting digital society are pressing 
yet surmountable. Failure to take immediate action 
will jeopardise this nascent society in the near 
future. But by embracing a new security standard 
of resilience underpinned by trust, the industry can 
negotiate a volatile and uncertain world.

... they must emerge from the disruption transformed 
and stronger than they were before. By becoming 
antifragile, organisations can absorb the shocks of an 
increasingly fast-paced and unpredictable world. 
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How can the cyber security 
industry adapt to and overcome 
changes in technology and the 
threat landscape?
Cyber security has been focused on perimeter 
security — keeping hackers out and, ultimately, 
figuring out what to do when once they get  
in — that protects against breaches from a  
product-level standpoint. 

To meet the growing security needs of our society 
and to effectively combat the potential for and 
inevitability of hacks, the mentality will have to 
shift from preventing breaches on the product-level 
to resilience of systems, despite breaches. 

View from the Maginot Line 

After the ravages of World War I, metropolitan 
France sought to protect herself from a second 
German incursion. Martial theory of the time held 
that construction of the Maginot Line would enable 
French forces to mobilise and respond in the event 
of a surprise attack from their eastern front. 
This fixed-point defensive line was thought to be 
impregnable, absent intolerably high numbers of 
German casualties. But even at the astronomical 
cost of 3 billion francs,13 it did not span the length of 
the Belgian border to the English Channel, and thus 
proved entirely ineffectual during World War II.

One hundred years after the conclusion of the first 
World War, the Maginot Line offers a parable on the 
limits of perimeter security. Retrospective, conven-
tional approaches to security fail to account for the 

The Shift to Resilience: 
From Cyber Security to 
Cyber Resilience

strategic and tactical innovations of the  
future. They remain static, fixed, defensive,  
reactive – offering a false sense of security while 
systems and structures are left vulnerable to  
crippling attacks. Conventional cyber security 
enshrines traditional perimeter security, leaving 
itself exposed to malicious innovation. So how  
might we characterise the new paradigm? 

Antifragility 

Today’s corporations are at risk, or “fragile,” because 
they adopt a Maginot Line of defence in a volatile 
digital environment. Author Nassim Nicholas 
Taleb’s antifragility model divides the world into 
three categories: the fragile, the robust and the 
antifragile. An individual or organisation is fragile 
if it avoids disorder and disruption for fear of the 
potential chaos that may ensue, but is ultimately 
only running from the problem and remaining vulner-
able. It is robust if it can stand up to shocks without 
flinching and without a change in underlying nature. 
An entity is antifragile if shocks and disruptions 
make it stronger, more creative and better able to 
adapt to each new challenge it faces.14 Antifragility 
as it is defined mirrors how corporations should be 
evaluating their resiliency.  

Resilience 

Globalisation and the internet heighten  
connectivity, which in turn creates complex, 
emergent effects with unintended disruptive 
consequences. As connectivity and data flows 
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grow, so too does the frequency and intensity of 
these disruptions; the stakes are higher than ever 
before.15 In response, resilience is becoming a more 
central operational tenet across industries. From 
a city management perspective, resilience as a 
function of planning and management is becoming 
more prevalent among NGOs, governments, social 
scientists and engineers alike.16 From a government 
perspective, resilience is inspiring a shift in thinking 
around policy. While public safety has historically 
focused on “events“ like floods, fires, earthquakes 
and other natural disasters, true resilience should 
also address “man-made” obstacles such as high 
unemployment, infrastructure issues and accessi-
bility of public resources.17 As stated by the World 
Bank, “to prevent devastation, whether social or 
economic, an effective framework for recovery must 
be in place before a disaster strikes.”18 

The defence industry, with a particular focus on 
national security, is increasingly embracing the 
concept of resilience, with military entities realising 
the need for an overhaul of dated processes. The 
U.S. Department of Defence, in its most recent 
Quadrennial Defence Review report, announced 
that it intends to “move toward less complex, more 
affordable, more resilient systems and systems 
architecture and pursue a multi-layered approach to 
deter attacks.”19 

The industry must move beyond its focus on  
the two D’s – defence and deterrence – and  
towards resilience. Rather than settling into  
a false sense of security via the utilisation of 
conventional measures, nations and organisations 
must adopt a paradigm of resilience, where threats 
to broader security ecosystems are detected before 
systems are compromised, not when the threat is 
front and centre. Resilient systems are robust and 
able to pre-empt threats, and bounce back when 
their defences are overcome. 

The Threat at a Glance 

Given the heightened cyber threat environment  
we currently live in, there is no shortage of  
headlines pointing to ongoing vulnerabilities in 
digital networks and the requirement to counter 
them. Results from a survey conducted by the 
British Chamber of Commerce showed that one  
in five businesses in the UK were the victim of a 
cyber attack between 2016 into early 2017.20 In  
the U.S., recent statistics anticipate that the 
number of breaches will amount to 1,500 for 2017,  
a 37 percent annual increase over 2016.21 

Findings from the BCC study also show that 21 
percent of businesses believe the threat of cyber 
crime is preventing their company from growing. 
Such statistics resonate globally; in the Middle 
East, there is recurring evidence that the number 
and sophistication of cyber incidents is on the rise. 
Studies show, for example, that the number of 
virus-infected computers in the Middle East is  
more than four times the global average.22 

Cost of Crime 

Statistics released in 2016 by Dubai Police  
indicate that cyber crime in the UAE increased by  
136 percent between 2013 and 2015, amounting to  
a reported total of USD $22.3 million in damages  
and lost revenue.23 In terms of the wider Middle East, 
companies suffered larger losses than other regions 
last year as a result of cyber incidents:  
56 percent lost more than USD $500,000 compared 
to 33 percent globally. Businesses in the Middle  
East are also more likely to have suffered an  
attack when compared to the rest of the world  
(85 percent of Middle East companies as compared 
to a global average of 79 percent).24 As the Middle 
East continues down its path of rapid digitisation 
and advancement, hackers will, inevitably, have 
more opportunities to exploit vulnerabilities. 
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As a result, organisations need to develop  
a heightened level of cyber resilience in order to 
remain sustainable in the future. Annual expenditure 
on cyber security amounts to hundreds of billions 
of dollars on a global basis, yet statistics point to a 
rising number of incidents with a greater financial 
impact, highlighting a dramatic disconnect between 
what is being spent on perceived protection and 
what level of protection is actually achieved. 

International Data Corporation’s Worldwide 
Semi-Annual Security Spending Guide, published at 
the end of 2016, predicts that global revenues for 
security-related hardware, software and services 
will grow from USD $73.7 billion in 2016 to $101.6 
billion in 2020.25 It is anticipated that the largest 
category of investment will be in security-related 
services, which accounted for nearly 45 percent of 
all security spending globally last year.26 

Getting to Resilience 

Often, companies are quick to purchase cyber 
security products without looking at the processes 
and policies required to make such investment 
effective. While investment in cyber security 
defences is the right move to be making in our highly 
digitised economies, making strategic decisions 
and adopting a holistic outlook on cyber security is 
crucial. Organisations need to confidently assume 
a state of breach in their systems and thus develop 
people, processes, policies and technologies to 
mitigate attacks before they become damaging. 
They also need to be transparent and allow for the 
vetting and review of their systems.

The development of industry-wide platforms by 
which organisations are encouraged to conduct 

comprehensive reviews of hardware and software 
before installation is urgently needed. Current 
processes for testing, vulnerability assessments 
and software reviews are important for companies, 
but do not go far enough in establishing resilience. 
Deeper and more rigorous testing and validation of 
products is necessary to identify vulnerabilities, 
backdoors and other security weaknesses across all 
areas of an organisation’s infrastructure. 

The testing and validation of systems using  
advanced technologies and human intelligence  
to establish a full understanding and assessment  
of products and infrastructure should also be 
fostered; technological areas such as hardware, 
software, cryptography, mobile and communica-
tions should be scrutinised in order to provide an 
integrated testing environment that covers the full 
spectrum of cyber vulnerabilities. 

The acknowledgement that cyber security in  
a hyperconnected world requires a fresh new outlook 
appears to be gaining at least elementary support 
by technology providers. Authoring groups of several 
recent cyber security reports encourage the devel-
opment of cyber security policies to support the 
rapid growth and transformation of technology and 
IoT, such as heightened security around emerging 
technologies like artificial intelligence. 

Standing at the centre of this digital  
transformation is trust, which can only be 
established with a commitment to transparency 
and the development of robust cyber resilience. 
Traditional product-focused cyber security offerings 
are becoming outdated and ineffective, as modern 
threat vectors demand that organisations adopt 
an efficient, transparent and dynamic approach to 
cyber resilience that is rooted in a whole-of-system 
approach and incorporates planning, prevention, 
detection, protection and response. Organisations need to confidently assume a state 

of breach in their systems and thus develop people, 
processes, policies and technologies to mitigate 
attacks before they become catastrophic.
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What are the benefits and  
drawbacks of technological 
growth for cyber security, and 
how can they be navigated?

Promise & Peril:  
Exponential  
Technological Growth

“The IoT will reshape the 
threat landscape, enlisting 
things into botnets.”  
– Peter W. Singer

The Promise

The rate of technology growth is at its highest in 
history. In 2001, author and computer scientist Ray 
Kurzweil argued that every decade, our overall rate 
of progress would double. He claimed that “we won’t 
experience 100 years of progress in the 21st centu-
ry— it will be more like 20,000 years of progress (at 
today’s rate).”27 To put this kind of rapid growth into 
perspective, it took 64 years for telephones to reach 
40 percent market penetration, while smart phones 
accomplished a 40 percent penetration rate in just 
10 years.28 In early 2000, about half of all adults were 
already online. Today, roughly nine-in-ten American 
adults use the internet.29 

This exponential growth has impacted countless 
regions and industries throughout the world and  
has been taking place for some time. In an early 
attempt to explain the phenomenon, Moore’s Law 
was created and defined as the doubling of computer 
processing speed every 18 months. Since its incep-
tion, the law has become one manifestation of the 
broader trend that technology is growing at an ex-
ponential rate. Things like mobile apps, video games, 
spreadsheets and accurate weather forecasts have 
been made possible by reliable growth in computer 
chips throughout the past several decades.30 

This rate of technological advancement has the 
potential to solve major problems on a global scale. 
It adds efficiency to processes across industries; in 
terms of education, for example, lessons are more 
personalised and globally accessible. In manufac-
turing, automation and robots are responsible for 
an average of 16 percent in labour cost savings in 
industrial nations.31 Emerging medical technologies 
accomplish everything from printing living tissue to 
allowing for accelerated research that can help save 
lives. In general, over three quarters of the public 
believe that technology makes life better. 32

Slower 
Rate of  
Change
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Rate and speed of change among 
institutions; Brunswick Insight, 
Global Perspectives Research, 2017

Better 
Type of Change

Worse 
Type of Change

Emerging marketsDeveloped market

Slower 
Rate of  
Change

Faster 
Rate of  
Change

Technology

Technology

Society

Society

Economy

Economy

Government

Government

The Peril

Despite the benefits, this kind of exponential 
growth in technology has its drawbacks. As outlined 
in the National Intelligence Council’s Global Trends 
2030, technological growth will challenge institu-
tions to capture the benefits of new technologies 
while simultaneously dealing with the new threats 
that those technologies present.33

For one, individuals and institutions alike are 
struggling to keep up with the pace of technological 
change. Recent opinion research suggests that 
while nearly three quarters of the public try to keep 
up with technology, the majority believe the speed 
of development is too fast to be able to keep up 
with.34 The same goes for individuals’ opinions of 
institutions and their ability to keep up; while the 
majority believe technology is getting better, faster, 
the same cannot be said for institutions.35 This 
provides an opportunity for competitive advantage 
for several of the operators in the market.
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Agreement with the statement: “It is inevitable that 
I will lose some privacy online in the future because 
of what new technology can do.” Brunswick Insight 
Cyber Security Spotlight Survey 2016

Singapore 

Brazil

United States

China

United 
Kingdom

Germany

France

77%  
Global Average

88%

85%

83%

82%

54%

77%

72%

Technology Dependence

An increase in the number of devices consequently 
means an increase in dependency. Recent studies 
show that although less than a quarter of people 
around the world can imagine life without the  
internet, half fear that technological progress is 
destroying their lives.36 A 2015 study found that 
separation from one’s cell phone can have serious 
psychological and physiological effects on iPhone 
users, including poor performance on cognitive 
tests.37 Reliance on technology goes further than 
personal connected devices, too; technology backs 
the infrastructure upon which many of our most 
important societal systems depend, such as water 
and energy resource systems. Ultimately,  
dependence on technology seems to indicate a 
decreased sense of self-reliance and control.

Security Concerns

As the technology industry grows, so does  
the need for more advanced cyber security  
capabilities. As cyber dependency rises, resiliency 
moves further out of reach; over a third of CIOs and 
CISOs from global organisations expect difficulties 
in monitoring the perimeter of their security  
ecosystems, with 35 percent being concerned  
about their ability to manage increasing growth  
in organisational access points.38

Privacy Concerns

Organisations are not the only ones concerned 
about the privacy implications behind technological 
growth. Over three quarters of the global public 
believe that it is inevitable that they will lose some 
privacy online because of the capabilities of new 
technology.39 Now that the average individual’s 
life is increasingly digital through the utilisation 
of things like social media and electronic health 
records, the risk of a data breach is higher and the 
outcomes potentially more catastrophic.

The Double Edge

Modern technologies born of the internet are 
among the most powerful instruments invented. 
But all technologies, from the Archimedes screw 
to artificial intelligence, can be used in the service 
of constructive or destructive aims. As a result, 
invention has always carried with it the

double-edged sword of promise and peril. That the 
rate of innovation is accelerating simply means 
the stakes are higher than before. As institutions 
navigate this tension, it will be critical for them to 
implement cyber resilience strategies in order to use 
this rate of change to their advantage, rather than 
being overcome by it.
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How can we most effectively  
utilise the Internet of Things 
while defending against the 
growing threats?
Internet penetration rates in much of the world are 
incredibly high, given how new it is as a technology. 
And many individuals either already have, or will 
soon own multiple internet-connected devices. 
Already, there are substantially more of these 
connected devices than there are human beings on 
the planet. This trend will intensify as the Internet 
of Things, or the Internet of Everything, proliferates. 
Home appliances will be connected; myriad sensors 
and beacons will hide in plain sight; nothing, not 
even clothing and jewellery, will be immune. 

Estimates vary widely as to the number of  
internet connected devices, but by all accounts 
their number will balloon in the coming years: 

• By sheer scale alone, Intel’s projection verges 
on the incomprehensible: 200 billion connected 
devices by 2020.40

•  According to a 2016 IHS estimate, there were  
15.4 billion connected devices the year prior,  
and a projected 30.7 billion by 2020, and 75.4 
billion by 2025.41 This would be the equivalent of  
a 99 percent change in the number of devices  
in a five-year span of time. 

• Gartner took a more conservative tack, with 6.4 
billion devices in 2016 and projecting 20.4 billion  
by 2020.42 Even still, their 2020 projections are 
staggering. This would represent a 219 percent 
change in a four-year span. 

• Moreover, these previously benign devices  
can be weaponised. According to Peter Singer,  
“the IoT will reshape the threat landscape,  
enlisting things into botnets.” 

As the number of connected devices increases, more 
data is generated by them. In essence, the Internet 
of Everything creates greater cyber security needs 
as it increases the surface area of attack. There is a 
twofold level of vulnerability: points of access, and 
their by-product, the data generated. 

The gravity of the latter cannot be understated, 
as it is likely the greater vulnerability. In 2016, IBM 
estimated that the world created 2.5 quintillion 
bytes of data, which meant 90 percent of the world’s 
information was created in the preceding two 
years.44 Taken together, the increase in access points 
to defend, as well as an exponential increase in data 
to defend, present a monumental challenge for the 
cyber security industry writ large. 

IoT Devices (Billions)43

IoT and the Expanding 
Surface Area of Attack
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In the near term, there is virtually no way to ensure 
all of these targets remain secure. Spending on 
cyber security is not keeping up with the number 
of these vulnerabilities. In 2017, global information 
security spending was $86.4 billion. By next year 
it is projected this number will reach $93 billion for 
an annual growth rate of 7.6 percent, only slightly 
above the annual growth rate from 2016 to 2017.45 
As the surface area of attack grows exponentially, 
spending increases remain linear. 

The challenge extends to human capital as well. 
In 2015, the global cyber security workforce was 
expected to be short by 1.5 million people by 2020. 
Updated projections place the expected shortfall 
at 1.8 million professionals by 2022, a 20 percent 
increase in the talent deficit over just a two-year 
span.46 Organisations do not have sufficient human 
capital in place or in the pipeline to address the 
threats of today and tomorrow. 

Devices are being connected to the IoT at  
an accelerating rate, data is generated at an  
exponential rate, and the security community  
is facing a talent deficit. Against this backdrop, 
global business may find solace in a mere  
arithmetic increase in breach incidents since 2005. 
Even amid all these threats, the internet isn’t as 
crime-ridden as it could be, they may reason.  
But unfortunately this story belies the security 
environment: considering the year-on-year  
increase in hacking events, it is possible we are 
entering an era of exponential breaches. 

Data Breach Incidents by Type 48 
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Organisations do not have sufficient human  
capital in place or in the pipeline to address  
the threats of today and tomorrow.

It is possible we are entering an era of  
exponential breaches
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What is considered  
conventional wisdom today,  
and where is it flawed?
This report is based in part on a meta-analysis of 
content from 25 recent external cyber security  
reports. The reports were analysed based on 
themes, strategies outlined and language used, 
among other aspects. As mentioned above, the 
prevailing knowledge of today is focused on cyber 
security and the best-practice ways of preventing 
attacks and breaches on a product-level basis. In 
general, these reports reflect that structure and 
therefore do not delve deeply into resilience.  

There are a variety of approaches that are laid out 
across today’s research landscape, including that  
of risk mitigation, negotiation framing, and 
prevention. While these approaches are important 
and necessary components of our industry, we need 
resilience to fill in the gaps. Resilience incorporates 
all of the above approaches to some degree, but  
is more proactive. Resilience is not just risk  
mitigation, but also capacity-enhancing and  
sustainable in the long-term. 

Authoring groups of analysed reports
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This Moment &  
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In a meta-analysis of report language, it is apparent 
that resilience is not a prominent theme across the 
board. In a word count analysis of text from these 
reports, “resilience” and other variations of the 
word were mentioned only 0.24 percent of the time. 
Cyber security, on the other hand, was mentioned 
exponentially more frequently, as were words like 
“risk”, “data”, “attack” and “company”. 

When taking only language into account, the fact 
that one of the most commonly used words is “risk” 
could indicate that current reports are covering 

topics of prevention and likelihood of attack; the 
reference to risk alone points to a focus on the 
problem and not the solution. With the low mention 
of resilience, however, reports may not be focusing 
enough on improvements in infrastructure that 
address the management of and preparation for 
cyber incidents in advance. Further analysis of 
report content confirms this theory; the concept 
of resilience is not widely featured in today’s cyber 
security reporting landscape.  

Although some reports do touch on resilience, 
such as Ponemon Institute’s annual Cyber Resilient 
Organization Study49 that asks IT professionals to 
evaluate the state of their organisation’s cyber 
resilience, the majority of reports detail case studies 
of breaches and/or best practices for breach preven-
tion. One report, for example, outlines several cyber 
breach case studies alongside detailed response 
plans.50 Another explores how organisations around 
the world are navigating the increasingly dynamic 
cyber security and privacy landscape.51 More special-
ised reports, such as the African Union Commission’s 
Cyber Crime & Cyber Security Trends in Africa report, 
narrow in on region or industry-specific challenges 
to data protection.52 

While these reports provide important and useful 
information to help their audiences navigate the 
cyber landscape, they align with the broader indus-
try in that resilience of systems does not surface 
as a main priority. In the coming years, conventional 
wisdom will inevitably be forced to adopt a more 
prominent focus on cyber resilience if it is going to 
align with the evolving needs of the industry.

Word cloud based on text-language 
analysis of major reports analysed
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How can institutions garner  
and maintain the trust that is 
needed to move towards true 
cyber resilience?

A Challenge  
to Institutional Trust

“How will we maintain  
trust and confidence in  
the digital economy  
while the cyber security 
threat landscape grows  
and evolves?”

“Will there be a crisis in confi-
dence driven by cyber attacks 
on institutions and the integ-
rity of critical data?”

  – John Carlson, Chief of Staff, Financial Services 
Information Sharing & Analysis Center

Average US confidence 
rating across institutions

Public & Private Sectors

General concerns over privacy and security tell just 
part of this story, with aggregate trust down as 
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well. The average confidence across different insti-
tutions in the U.S., although up three percentage 
points from last year, remains low at 35 percent.53 
Internationally, trust in institutions sits slightly 
higher at 38 percent.54 Truly effective systems, 
and governments in particular, operate on implicit 
trust, and true trust in organisations can only be 
maintained through the development of a robust 
system of cyber resilience. The effort to establish 
a strong sense of trust, while valiant, will prove to 
be difficult due to general declines in trust at an 
institutional level. Government as an institution 
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Brunswick Insight Cyber Security 
Spotlight Survey, “How much do you 
trust companies to keep your data secure 
compared to one year ago?” 2016.
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is generally not trusted by the average individual 
globally; 67 percent of people are concerned about 
how information collected about them online is 
being used by their own governments. Amazingly, 
just over a third of people trust their national 
government to use their personal information in the 
right way.55 Corporations fare only marginally better 
than the public sector. According to recent global 
survey data, under a quarter of individuals fully trust 
the private sector.56 Similarly, three quarters of 
respondents are concerned about how information 
collected online is being used by companies.57 It is 
unsurprising, then, that the majority believe that 
companies are not doing enough to prevent data 
breaches and need to take significant actions to 
improve the security of their storage systems.58 

Lack of Faith in Security, Privacy 

A stark 87 percent of the global public are concerned 
about the security of their personal data overall, 
with 86 percent concerned about the privacy of their 
personal data.59 More than half of app users have 
uninstalled or decided to not install an app due to 
concerns about sharing personal information.60 Only 
just over a quarter of respondents surveyed globally 
would share information about interests and past 
activities online.61 Even when the submission of 
personal information results in a perceived benefit, 
consumers are not confident in company product 
security; less than half of individuals globally are 
comfortable providing information about them-
selves to companies who are online in return for 
personalised services and products.62 Similarly, and 
perhaps surprisingly, confidence does not resonate 

much more among preferred brands; only 41 percent 
of individuals would happily share their personal 
information with companies and brands that they 
like.63 It is likely that events such as data breaches 
or fluctuations in the business and political land-
scapes have contributed to this scepticism. When 
asked how much they trust companies to keep their 
data secure compared to the year prior, the majority 
of respondents indicated that they trust companies 
less.64 Persistent coverage of breaches and security 
mishaps increases societal pessimism regarding the 
likelihood of data being kept safe. 
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The Self-Doubting Organisation 

Despite these seemingly ubiquitous crises of faith, 
it is nevertheless still surprising that organisations 
do not appear to trust themselves either. Recent 
studies show that CIOs, CISOs and other cyber 
security professionals are not confident in their 
own organisations’ security capabilities. Over three 
quarters believe they need to improve their ability 
to conduct threat and vulnerability assessments. 
Within that, 70 percent report a lack of adequate 
funding for cyber security technology or talent. 
Perhaps most strikingly of all, just over a third of 
cyber security professionals say they have a direct 
reporting line to the CEO.65 

Implications

Data breaches have a significant and far-reaching 
effect on trust. In terms of share value, a 2017  
study by Ponemon reports that companies  
experience an average stock price decline of 5 
percent immediately following the disclosure of 
a breach. But more importantly, over 30 percent 
of impacted customers from these companies 
discontinued their relationship with the breached 
organisation.66 Customers also place direct blame 
on the company rather than the perpetrators. Global 
polls show that 69 percent blame the company for 
a hack in which their personal information is stolen, 
as opposed to 36 percent who blame the hackers, 
15 percent who blame themselves and 14 percent 
who blame the government. Data breaches affect a 
company’s reputation so much that a majority would 
stop buying from the company, with 42 percent 
going so far as to encourage friends and family to 
stop using the company’s products or services.67 
A comprehensive system of cyber resilience is the 
best way to mitigate threats and to prevent the 
reputational hits that come from a lack of adequate 
security; it is also the best way to foster lasting 
confidence and trust among stakeholders. 

Cyber security professionals’  
confidence in internal systems; The 
State of Cyber security and Digital 
Trust 2016; Enterprise Management 
Associates, A Day in the Life of a Cyber 
Security Pro, 2017
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In the face of worst-case  
scenarios, can institutions  
bounce back?
Until now, most cyber crime has been confined 
to penetration and extraction. But what might a 
nightmare scenario look like, where the malicious 
actor goes farther? In a world reliant on complex 
systems, it is hard to predict how cataclysmic a 
black swan event might be. But the head of US Cyber 
Command and the NSA envisions destructive attacks 
on critical infrastructure, large-scale data manipu-
lation and non-state actors who realise that cyber 
is a powerful weapon that enables them to “destroy 
the status quo.”68 

Infrastructure Attacks

The most visible and obvious target for cyber 
attacks is global critical infrastructure, much of 
which is reliant upon infrastructure control systems 
built in the 1980s and 1990s, before cyber security 
was a concern and systems were hardened.69 In the 
second half of 2016, nearly 40 percent of industrial 
control systems and critical infrastructure faced a 
cyber attack; a quarter of the detected attacks were 
aimed at industrial targets.70 

A crippling attack on infrastructure could have 
cascading effects due to the interlocking nature 
of digital and real-world systems. If government 
agencies shut down for an extended period, they 
would cease to perform crucial services for their 

Nightmare Scenarios: 
Systemic Collapse

citizens. For instance, benefits might not be paid to 
pensioners or the impoverished, which might trigger 
looting. If global supply chains were disrupted for 
long enough, goods might not be transported and 
delivered; there might not even be food to loot in the 
first place. If centralised water filtration and electri-
cal systems were to be taken offline or permanently 
compromised, entire cities might become refugees 
in search of a liveable place. But with transportation 
networks like the metro and airport taken down as 
well, they might simply die.  

Your Personal Nightmare 

With today’s world being increasingly  
interconnected and IoT-focused, society has  
growing cause for concern when it comes to cyber 
security. If you imagine an impending worst-case 
scenario in terms of your own life, the possibilities 
are alarming. Sensors in your house, if hacked, can 
reveal you and your family’s daily habits. Hackers 
could steal personal information, photos of you  
or your children; they could monitor and expose 
private conversations, potentially destroying 
relationships and careers. In the future, your car  
will be self-driving. Your car could be hacked, or 
groups of cars could be hacked to achieve targeted 
and coordinated manoeuvring. Individuals with 
pacemakers could be at risk, too; a hack would be 
detrimental to devices that are directly connected 
to vital organs. Lastly, to the tune of this nightmare 
scenario, smart weapons could be hacked and 
controlled to inflict widespread damage. 
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Avoiding Cataclysm

Resilient security approaches and systems design 
seek to mitigate the probability of overwhelmingly 
destructive attacks. Because the future is inherent-
ly unpredictable, it is all the more important to avoid 
bare minimum responses and instead overshoot  
the response. In the face of systemic crises where 
the extent of the true damage is yet unknown, 
proactivity and overreaction afford resilient entities 
more protection in the long-run.71  

Threat Matrix

The frequency and intensity of cyber crime  
continues to escalate, with actors indiscriminately 
turning on one another. As the strength of the 
antagonist scales up, so too does its ability to  
inflict damage on responders. At the same time, 
however, as the strength of the responder scales  
up, so too does the probability of Pyrrhic victory if 
not mutually assured destruction. 
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Are entities, whether they be 
organisations or nation states, 
prepared to handle cyber security 
incidents and exercise resilience?

The Cyber Security  
Response

“The question is not wheth-
er you will be attacked, it is 
how you will respond to that 
attack and what investment 
decisions organisations make 
to enhance resiliency.”

  – John Carlson, Chief of Staff, Financial Services 
Information Sharing & Analysis Center

Studies show that only 38 percent of countries 
have a published cyber security strategy and only 
11 percent have a dedicated standalone strategy.72 
Similarly, 66 percent of IT and security professionals 
say their organisations are not prepared to recover 
from cyber attacks. Just under a third say that their 
organisation has a high level of cyber resilience – 
down slightly from 35 percent in 2015.73 

Preparedness Deficit

Marsh & McLennan’s John Drzik, President of Global 
Risk & Specialties, claims that few companies 
have made “the concerted organisational effort 
to identify the range of cyber scenarios that could 

affect them, assess the cyber risk of their suppliers 
and customers, and build fully operational cyber  
risk prevention and response plans.” The cyber 
security firm estimates that only a third of  
companies are sufficiently prepared to prevent a 
worst-case attack. Based on a recent survey  
conducted by Marsh, nearly 80 percent of  
organisations do not even assess their customers 
and suppliers for cyber risk.74 

Companies are experiencing more frequent and 
successful cyber attacks than ever before; cyber  
incidents that many companies previously consid-
ered unthinkable are now daily news. Shockingly, 
more than half of IT and security professionals say 
they have suffered at least one data breach in the 
past two years. Just under three quarters say they 
have faced threats due to human error in the past 
year. To make matters worse, organisations can’t 
maintain operations effectively or recover quickly 
enough post-breach, which points to a lack of 
resilience; 68 percent of professionals don’t  
believe their organisations have the ability  
to remain resilient in the wake of an attack.75

A lack of planning and preparation is one of the 
biggest barriers to resilience. Only a quarter of IT 
and security professionals have an incident response 
plan applied consistently across their organisation, 
with 23 percent having no incident response plan at 
all. CIOs and CISOs are aware of the problem, though; 
66 percent cite a lack of planning as their organisa-
tion’s biggest barrier to becoming cyber resilient.76 

Despite the growth in surface area for cyber 
attacks, the ability to respond to an attack has not 
improved significantly. Nearly half of IT and security 
professionals say that their organisation’s resilience 
has either declined or not improved in the 12 months 
prior. Incident response remains inefficient, as only 
31 percent believe the time it takes to mitigate a 
cyber incident has decreased year-over-year.77  
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Orthodox Responses

Current approaches, however inefficient, align 
with cyber security orthodoxy; they focus on 
perimeter-security and putting out data breach fires 
once hackers do breach that perimeter. High-profile 
breach cases have seen organisations respond 
with, first and foremost, drastic increases in IT 
and security spending. The priority here is often to 
replace or update legacy systems, paving the way 
for an improved infrastructure that can help rebuild 
stakeholder trust. 

Often accompanying increased spending are incident 
response and communications plans, which focus on 
due diligence and transparency to restore the com-
pany’s reputational integrity. Consumers should be, 
and often are, the priority in this case, followed by 
the board of directors. Legal factors are also often 
incorporated, as it is good practice for post-breach 
companies to coordinate with law enforcement 
regarding the fallout from the incident. 

An important and common piece of an organisation’s 
response plan is the strategic replacement and/ or 
development of talent, in addition to adequately 
training existing employees and new hires. Ideally, 
companies also establish a system for conducting 
regular personnel interviews to make sure proper 
security protocol is being followed. 

These strategies are important to deploy  
post-cyber incident, but in a world of cyber  
resilience, these aspects would be instilled  
within the framework of the company prior to  
a breach or attack. True resilience does not make  
an organisation impervious to attacks; instead,  
it strengthens and reinforces it enough to allow it  
to bounce back more quickly and stronger. 
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What might cyber resilience look 
like in praxis?
Throughout the course of this report, much has been 
made of the diagnosis and little of the treatment. 
In part, this is because cyber security orthodoxy 
remains entrenched, and it is difficult to make major 
changes when the totality of the problem is given 
short shrift. Thus it is even more crucial to put 
forward actionable steps for organisations to move 
from a paradigm of perimeter security to resilience. 

In order to make this shift, there are several 
broad tactical measures the industry must take 
in the near future, or risk even greater, perhaps 
insurmountable problems down the road: 

• Gain organisational visibility and power.  
Organisations will not become resilient until cyber 
security functions have sufficient power to lobby 
for transformational change. As it stands today, 
just 36 percent of cyber security professionals 
have a direct reporting line to the CEO.78

• Invest in the cyber security function. The industry 
is woefully underfunded given the scope of the 
challenge. In 2017, global information security 
spending was estimated to be $86.4 billion. In 
2018, it is projected to rise by just 7 percent to $93 
billion.79 The surface area of attack, in contrast, is 
increasing exponentially.

• Refine the tools of the trade. Even with a more 
robust ecosystem and well-trained professionals, 
security will be lacking without tools commen-
surate for the environment. Currently, over half 
of threat alerts are improperly prioritised by 
systems and must be manually reprioritised.80 
These systems must be honed for an increasingly 
dangerous digital environment.

• Strengthen the security ecosystem. By even the 
most charitable estimates, 57 percent of cyber 
security professionals say they vet ecosystem 
partners for cyber-integrity and preparedness. At 
worst, that number falls to 35 percent.81 Without 
sufficient vetting and due-diligence, threat 

Toward a New Paradigm: 
Cyber Resilience

detection is ineffective and enables breaches to 
compound on one another.

• Confront the talent problem. Though it will  
take time to turn the tide, the cyber security  
community must improve its talent pipeline  
immediately. Globally there are expected to be  
over 1.5 million unfilled positions by 2020.82 And  
76 percent of current professionals believe they 
need to improve their ability to conduct threat  
and vulnerability assessments.83

These first steps will equip the industry  
to handle near-term threats. But in order to 
address long-term threats – many of which  
are not yet developed – the industry must act  
on a systems level: 

• Adopt a Whole-of-Government approach to  
security. From a corporate perspective, this means 
pressing the entirety of an organisation into the 
service of cyber security efforts. Governments 
adopt this approach when they deem health crises 
to be matters of national security, and it puts the 
full array of agencies at responders’ disposal. By 
removing the knowledge and resource sharing 
barriers imposed by silos, organisations take a step 
toward resilient security policy.

• Transform security operations after major  
disruptions. Resilient organisations not only  
survive crises, though it is critical to rapidly  
return to normal functioning after a major event; 
they must emerge from the disruption transformed 
and stronger than they were before. This includes 
sharp increases in investment, rethinking funda-
mental approaches, and embracing the formerly 
radical or unthinkable.

• Construct a Dome of Trust and Transparency to 
protect digital society. Much like in the real world, 
the digital environment cannot function without 
sufficient levels of trust. Digital society must focus 
on transparency and build trust in order to maintain 
baseline levels of confidence. Without it, digital 
society will become increasingly conflictual. 
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To accurately survey the current cyber security 
research landscape, we analysed 25 major  
reports authored by reputable corporations and 
organisations from across the globe. In doing so,  
we were able to conduct textual analyses to get  
a sense for the most common language being used 
throughout the reports; we ran report text through 
analytics tools to quantify the number of times  
key words are used. With this information, we  
were able to draw insights on recurring themes  
and topics of discussion spanning throughout  
recent cyber research. 

Methodology

In-depth interviews are high-level discussions that 
serve to explore key topics and shape the research 
and reporting strategy. We interviewed 8 individuals 
who are noted experts in the cyber security industry 
and work in a variety of capacities including, but 
not limited to, policy, law, media, technology and 
research. Insights from these experts have been 
integrated into this report, and have been used to 
inform many of the points made and stances taken. 

Authoring Group Report Name
Accenture The State of Cybersecurity and Digital Trust 2016

African Union Commission, Symantec Cyber Crime & Cyber Security Trends in Africa
Cisco 2017 Midyear Cybersecurity Report
Enterprise Management Associates A Day in the Life of a Cyber Security Pro, 2017
EY Global Information Security Survey
Fircroft Security in the Digital Age: A Report on  

the Middle East Cyber Security Workforce
Frost & Sullivan, LogRhythm Exploring Cyber Security Maturity in Asia
Gartner IT Security Summit
Geneva Centre for Security Policy (GCSP) Cybersecurity Challenges in the Middle East
IBM 2017 Cost of Data Breach Study
International Data Corporation Worldwide Semi-annual Security Spending Guide
ISACA Cybersecurity Nexus State of Cyber Security 2017
Marsh & McLennan Cyber Risk Handbook 2016
Marsh & McLennan Cyber Risk in Asia-Pacific
Microsoft Security Intelligence Report
Microsoft Cybersecurity Policy for the Internet of Things
Pew Research Cyber Attacks Likely to Increase
Ponemon Institute Cyber Resilient Organization
PwC The Global State of Information Security Survey 2017
PwC Cybersecurity in the Middle East
Security Scorecard 2017 State and Federal Government  

Cybersecurity Research Report
Symantec Internet Security Threat Report 2017
United Nations International Telecommunication Union Global Cybersecurity Index
Verizon Verizon Data Breach Digest 2017
World Economic Forum, Marsh & McLennan The Global Risks Report 2017
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DarkMatter is transforming the cyber  
security landscape. Headquartered in  
the UAE and operating globally, we’re the 
region’s first and only fully integrated digital 
defence and cyber security consultancy and 
implementation firm. Our elite team of global 
experts deliver advanced, next-generation 
solutions to governments and enterprises 
across the cyber security spectrum. 

We help clients simplify the enormous  
complexity of today’s ever-evolving cyber 
threats. Our vision is to protect the future  
by securing its technologies. Innovation and 
Research are cornerstones to our development 
and the activities in these areas underpin our 
entire range of offerings, including Secure 
Communications, Public Key Infrastructure  
and Big Data & Analytics products. 

Our end-to-end expertise also  
extends to:

Governance, Risk and Compliance  
We work with public and private entities in all verticals 
to audit and assess their performance against regulatory 
standards, helping identify gaps and meet obligations.

Cyber Network Defence  
Our elite team of cyber experts, engaged across all  
competencies and functions, tasked with identifying  
and responding to the most advanced threats, threat  
actors, and cyber attacks.

Managed Security Services  
We offer a remote monitoring remediation and resolution 
service that puts the full capabilities and resources of the 
DarkMatter organisation at the service of our MSS teams. 
Whether you need a SOC built and operated from scratch or 
you need assistance in upgrading what you currently have in 
place, DarkMatter can provide assistance.

About  
DarkMatter

Secure Communications  
DarkMatter’s Secure Communications Suite protectsfixed 
and mobile voice, video, chat, email, file sharing, data 
communication, as well as device management across 
various platforms and operating systems.

Infrastructure and System Integration  
This area underpins our professional services offering for 
governments and corporations, providing applications, 
services and solutions that ensure our clients remain at 
the forefront of cyber security.

Smart Solutions  
We offer a comprehensive security suite of services 
comprising elements of protection for both homes and 
businesses: The Connected and Secure Home & Office; 
Technical Surveillance and Countermeasures; Mobile 
Peace of Mind; and Trusted Hardware supply.

Agile and innovative, DarkMatter takes a 
comprehensive approach to helping its clients 
navigate the complex and ever-evolving world 
of threat and risk mitigation strategies, tools, 
policies and systems.

www.darkmatter.ae

twitter.com/guardedbygenius

linkedin.com/company/6395240/
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